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Infroductions

Overview of the EU GDPR

USG’s Steps Towards Compliance

Georgia Tech's Steps Towards Compliance
Panel Question & Answer
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Intfroductions

Chris McGraw - Legal Affairs, USG

Rose Procter — Ethics & Compliance, USG
Susann Estroff — Legal Affairs, Georgia Tech
/achary Hayes — Ent. Data Mgmt., Georgia Tech
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Overview of the EU GDPR

Susann Estroff
Legal Affairs
Georgia Institute of Technology



EU GDPR

* Infent of the Regulation: to address the protection
of natural persons physically within the EU with
regard to the processing of personal data and rules
relating to the free movement of such data.

« Applies to the collection and processing of personal
data about anyone located in the EU
(even non-EU citizens and residents)

Compliance deadline was May 25, 2018
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Transparency

« The GDPR requires you to inform the data subject
what personal data you are collecting, what you
are using it for, who are you giving it to, how long
you are keeping it, and how you secure it.

« Organizations must have a lawful basis to collect
and process the personal data from the EU; must
document that lawful basis; must only collect and
use data when a lawful basis exists
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Lawful Basis

Organizations must have a lawful basis to collect and process the personal
data from the EU:

« The legitimate interests of the organization that outweigh the interests
and fundamental rights and freedoms of the data subjects which require
protection of the personal data

- For Georgia Tech (and perhaps your institution), the legitimate inferests
are to provide educational services, employment, conduct research,
development, etc.

« Pursuant to a contractual obligation
« Example: contracts for the conduct of research
« Pursuant to consent from the data subject
« Thisis for the special categories of sensitive personal data
« GDPR gives data subjects the right to withdraw consent at any time
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Personal Data

Personal data is any information relating to an identified or
identifiable person. Identification of a person may include:

« Name

« Photo

« Email address, physical address, or other location data
« |P address or other online identifier

« |dentification number (e.g., Banner ID) or a user
account (Campus User ID)
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Special Categories of
Sensitive Personal Data

An affirmative consent is needed before collecting special
categories of sensitive personal data from the EU:

Racial or ethnic origin

Political opinions

Religious or philosophical beliefs
Trade union membership

Genetic, biometric data for the purposes of uniquely
identifying a natural person

Data concerning health
Data concerning a person'’s sex life or sexual orientation
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Penalties for Non-Compliance

Subject to fines of up to four percent (4%) of
worldwide annual turnover or € 20 million,
whichever is higher.
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USG’s
Steps Towards Compliance

Rose Procter
Ethics & Compliance
University System of Georgio



Data Privacy Policy and Legal Notice

This Privacy Policy sets forth the e Sy s (“USG”) palicy and lazal notice with
espect of information we USG’

sz edu (“Site omplianc pp Usion's General Data
Protection Rezulstion (“EU GDPR™).

Site, Bosting and other fancrions may be provided by tird

parties (“Service Providers™). This Privacy Policy and Legs] Notice (“Policy™) describes the type of
USG and s Service Providers collect from visitors to this Site, what we do with that

information, and how visitors can update and control the use of information provided o this Site.
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STEP 2

USO Website Compliance
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n USG INSTITUTIONS - INFORMATION FOR: - POLICIES & REPORTS DIVISIONS - ABOUT A

Copyright Policy
The University System of Georgia facilitates compliance with copyright law and, where appropriate, the
exercise in good faith of full fair use rights by faculty and staff in teaching, research, and service activities.

Data Privacy Policy and Legal Notice (Policy includes general data protection regulation GDPR)

This Privacy Policy sets forth the USG's policy and legal notice with respect to the gathering and
dissemination of information the USG obtains from visitors on the USG’s website and with respect to
compliance (where applicable) with the European Union's General Data Protection Regulation {or "EU

GDPR").

UNIVERSITY SYSTEM

OF GEORGIA

Ethics & Compliance Program
___ | The Program is intended to assist the Board, the Chancellor, and institution management in the discharge of

LREEAEREEE their compliance oversight responsibilities.
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STEP 3

Student and Employee Application Compliance

e )
All personal data and special categories of sensitive personal data collected or processed by
the USG must comply with the USG Cybersecurity Plan, as authorized by the Board of
Regents Policy Manual Section 10.4 Cybersecurity: https://www.usg.edu/policies. Anyone
suspecting his or her sensitive personal data has been exposed to unauthorized access,
report your suspicion to helpdesk@usg.edu. Otherwise, questions concerning GDPR can be
forwarded to gdpr@usg.edu. Signature (below) and submission of this application provides
consent to and acknowledgement of the USG Privacy Policy.

Otherwise, questions concerning GDPR can be forwarded
to gdpriEyse edy Signaturs [below) and submission of this application
provides consent to and acknowledgement of the USG Privacy Policy.
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https://www.usg.edu/policies
mailto:helpdesk@usg.edu
mailto:gdpr@usg.edu
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STEP 4

Data Monogemen’r Review

Where are data entry points
 Where are data stored
 How data is managed
 How data is purged

Develop processes and procedures to fulfill a request

USG Institution Websites (Homepage, HR, Admissions)
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Georgia Tech's
Steps Towards Compliance

/achary Hayes
Enterprise Data Management
Georgia Institute of Technology
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Georgia Tech'’s
Compliance Toolbox

Internal Collaboration Steps Towards Compliance
*  Working Group « Education
(Legal Affairs, Ent. Data Mgmt., « Lawful Basis questionnaire

Cyber Security, Risk Mgmt.)
« SharePoint website
External Resources

« Unit Privacy Notice template
« Consent Form template
‘ ‘ « Legal Affairs review
* EUGDPR Compliance Policy - Cyber Security audit (NisT800-171)
« Updated Privacy & Legal Notice Procedures manudl
- EU GDPR website — Executing Individual Rights
— Georgia Tech Compliance —  Withdrawing Consent

— Individual Rights Ri
. inse and Repeat!
— Questions/Support email address P

%“11 UNIVERSITY SYSTEM OF GEORGIA

oF

pRO
.90

o | [ e

2 |l—=

o]

3

e |l—
%

2
&




£\ UNIVERSITY SYSTEM OF GEORGIA

Panel Question & Answer
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